What are the recommendations of experience?
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BEST PRACTICES OVERVIEW

« Website Lifecycle

-« Look and feel
- Theme

- Plugins
- Security

- Blogging?
» Visitor interaction?

« eCommerce?
« Membership?
« Followers?

= Backup
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« Maintain

» Retire

» Other Considerations

» Resources

» Review

= Questions & Discussion
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WEBSITE LIFECYCLE

= Hosting provider
= Traffic (bandwidth)

= Storage

= Backup / restore

= SSL

= CPU(s)

= RAM

= Files

= Email Accounts

= Add-on services ($9)

= Domain name selection
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= Domain registrar selection
= e.d.,

= Design
= Subdomains

= Develop
= Publish
= Update
= Maintain

» Retire
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https://domains.google.com/

DOCUMEN

= Keep all site details in together place = Keep a journal
& backed up

= Client contact info

= Problems and solutions

= Notes from meetings

= Login IDs & Passwords .
= Tips from others

License keys
= Plugins to consider

Expiration / auto-renewal dates

Client company standards

Configurations, exceptions, adjustments,
etc.
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THEMES

= A theme defines the site-wide appearance of a website

= What features does the theme you’ve chosen have to offer?
= Be aware of ALL features and “configurables” of your selected theme
= Will available features meet ALL of your needs?
= Will custom CSS help? /wp-admin/customize.php - Additional CSS
= What additional features and functionality would you like?

= Free or premium (for-fee)?
= If for-fee, annual or lifetime?

= Don’t keep unused themes around forever

= Theme “Live Demo”
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PLUGINS

= When choosing a plugin:
= Usually, many choices exist
= Be sure to choose the better plugin based on its reputation
= Compared to other choices, how many active installs exist?
= How long since it’s been updated?
= What is the consensus of the recent and fairly recent user reviews?
= What do other WordPress developers suggest?

= Free or premium (for-fee)?
= If for-fee, annual or lifetime?

= Don’t keep unused plugins around forever

= Make use of WordPress.org/plugins favorites
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SECURITY

= SSL
» Let’s Encrypt
» Cloud Flare
» SSL Shopper
= Others

= WordFence plugin

= Anti-spam
= ]P blocking

= Hosting plan provided features
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= Privacy setting -> wp-admin/settings/Privicy

» Privacy Policy -
https://termageddon.com/
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https://letsencrypt.org/
https://www.cloudflare.com/
https://www.sslshopper.com/
https://www.wordfence.com/
https://www.webopedia.com/TERM/I/IP_blocking.html#:~:text=IP%20blocking%20is%20a%20form,are%20considered%20undesirable%20or%20hostile.
https://wordpress.org/support/article/settings-privacy-screen/
https://tinyurl.com/y35hcosv
https://termageddon.com/

BLOGGING

= Will you blog?
= Generally requires regular and frequent posts

= Delete or archive and purge “old” posts

. -> /wp-admin/options-discussion.php
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https://www.wpbeginner.com/beginners-guide/what-why-and-how-tos-of-trackbacks-and-pingbacks-in-wordpress/

VISITOR INTERACTION

= Whether blogging or not, will you want to interact with your site visitors?
= Forms
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ECOMMERCE

Currency Exchange
= WooCommerce
Ecwid

Product image editing takes the most time
Get a photo booth
12dp1
500dpi x 500dpi
gimp
FastStone capture
Colorzilla
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MEMB

= S2member
= MemberPress
= WooCommerce

= Member role levels
= What is your hierarchy strategy?
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= User Role editor plugins
= User Role Editor

= Members
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https://startbloggingonline.com/best-wordpress-membership-plugins/
https://www.investopedia.com/terms/g/general-data-protection-regulation-gdpr.asp

FOLLOWERS & SOCIAL NETWORKING

= Supplement with social media forums
= Facebook

= Twitter
= Others...
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BACKUP

= Data
= File system files
= Database
= htaccess
= wp-config.php

= Methods

= Hosting provider

= Included in plan?

= No additional overhead
= Plugins

= Updraft Plus

= Duplicator

Copyright © Michael A. Krause

= Backup Buddy
= Back WP Up

= Manual

= Restore

= Full, automated
= Partial
= Automated

= Manual
= Mixed
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MAINTAIN

= Archive and/or remove aged / unused

content

= Posts

= Images

= Pages

= Themes

= Plugins, etc.

= Know your experts
= Hosting provider
- on Facebook

= Associates
= On-line sites
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= Keep current

= WordPress core
= Themes

Plugins
Content

Licenses (as needed)

= Links (are any broken?)

Footer copyright (annual or auto?)
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https://www.facebook.com/groups/rocwp

RETIRE

= Data retention
= Site data

= User/customer/client data

= Retention period
= Legal

= Backup, download, delete
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0THER CONSIDERATIONS

= What don’t you know that you don’t
know?

= Grammar

) = Person (first / third)
= Have a clone, staging copy or

development site (sandbox) for = Links to / from other sites
testing, major redesign and backup = Open in new or same window?
= SEO = Broken links

= Accessibility = Use the “More” feature in your posts

= Be as consistent as reasonably
possible throughout your site

= Colors

= Fonts / font sizes

Copyright © Michael A. Krause 10 March 2021 @



CONSIDERATIONS, CONTINUEL

= Analytics
= Google Data Studio
= Host Provided Reports

= cPanel
= Important system files
= wp_config.php
= .htaccess

= Be familiar and comfortable with:

= Hosting provider file explorer

= ftp (file transfer program)

Copyright © Michael A. Krause

= Site migration
= Design

= Page slug

= URL structure - /wp-admin/options-permalink.php

= Breadcrumbs

= Last Date Updated
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https://wp-cli.org/

TROUBLESHOOTING

= Site down?
= Check hosting logs
= Component updates?
= Plugins
= Suspect most recent updates
= Using File Manager or ftp:
= Rename plugins folder (e.g., “plugins_x")
= Create new plugins folder
= Incrementally move plugins from plugins_x back to plugins
= Move security plugins back first
= Test at each step
= Asis applicable, move most recently added or updated plugins last




0THER RESOURCES

= https://premium.wpmudev.org/blog/wordpress-best-practice/

= https://www.wpbeginner.com/beginners-quide/25-most-common-wordpress-
mistakes-to-avoid/

= https://wpengine.com/resources/developer-best-practices/
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https://premium.wpmudev.org/blog/wordpress-best-practice/
https://www.wpbeginner.com/beginners-guide/25-most-common-wordpress-mistakes-to-avoid/
https://wpengine.com/resources/developer-best-practices/

= Be aware of and:
= Always keep the full lifecycle of your site in mind

= Utilize the full features and functionality of your:
= Hosting Service
= Theme
= Plugins

» Facebook:
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https://www.facebook.com/groups/rocwp

QUESTIONS AND DISCUSSION
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CREDITS

= Mike Krause
= home.mkrause@gmail.com

= Sarah Rowe
= sarahjorowe@gmail.com

= Steve Organek
= sorganek@gmail.com

= Jim Echter
= jim@tcturning.com

Copyright © Michael A. Krause

10 March 2021 @


about:blank
mailto:sarahjorowe@gmail.com
mailto:sorganek@gmail.com
mailto:jim@tcturning.com

